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Ha pycCKkoM SI3BIKE
in English

«bank HenTtpKpeaum» AK-TbIH KOHPUACHUMAIIBIK CASICATHI

Kannsl karuaaaap

«bank IleatpKpenur» akimoHepiik Korambl (OynaH opi — bank), baHk ychIHATBIH ©HIMAED MEH
cepsucrepre (0yman opi - BCC cepBucTepi) KbI3BIFYIIBUIBIK TaHBITKAHBIHBI3 VIINIH AaJIFBIC
oinmipeni. Ciznin nepbec akmapaTbIHbI3AbI KOPFay 013 YIIIiH 6Te MaHbI3/1bl, COHIbIKTaH bank BCC
CepBuCTepiH Naiianany ascblHAA OHJAEIETIH JepOec IepeKTepAiH KOH(HUACHIUAIIbUIBIFbIH
KaMTaMachl3 €TyTe KayanKepIIUTIKIIeH Kapanabl.

BCC cepsucrepi bankrin moowibai kommpanbanapeia (bee.kz, bee business, junior bank), Be6-
caiitrapasl, connaii-ak BCC Cepsuctepin [laiinananymsinapra (Oynan opi — [laitnananyursinap)
Kazakcran PecnyOnukachiHBIH 3aHHAMAachl asChIHIA KacaliFaH, COHJAi-aK OJapibl jKacaychl3
OaHKTIK KbI3MET KOPCETy IIapTTaphl kKoHe/HeMece o3re e mapTTap ascbinia banknen Oipaecin
opekeT eTryre MyMKiHIiK OeperiH bcc.kz cailThlHIa OpHANACTBHIPBUIFAH ©3r¢ 1 OHJIANH-
CepBUCTEPAl KAMTH/IBI.

BCC cepBuctepin naiinananyra pykcar any I[laiinananymsuiapasiH ockl KoHQUISHITHATIBUTBIK
cascarbiHbIH (Oy1aH opi — Cascar) KaruaanapbIMEH €O3Ci3 KeiciMin Olnaipesi.

Ocpl Cascar Ilaiigananymsuiapasin BCC CepBuctepin maiigananybl HOTHKeciHAe bank anran
aKIaparka KaTbICThl KOJIIaHbLIA IbI.

IMajinananymbLIapabIH AepeKTepi HeHi Oinxipeni

bank yuiiH nepekrepi KUHAyAbl, OHACYl, CaKTayabl )KOHE OJap/AblH KayilCi3IiriH KaMTaMachi3
eTyJll PETTEeUTIH MIHAETTEDP, TYWIH/I1 IPUHLIUIITEP MEH 3aHHAMaJIbIK HOpMajap aca MaHbI3/Ibl.
[MaiinananymsiaelH gepbec nepekrepi gen BCC cepBuctepiH maiiganaHfaH Ke3zle, COHJai-ak
O13/1H CepIKTECTEePIMI3/IIH JKOHE MEMJIEKETTIK YHBIMIApIbIH KbI3METTEpIMEH Olpiiecill opeKeT
eTkeH ke3ze [lalimananymibl Ke3 KelareH HbICaHa YChIHFaH aKnapaT TYCIHUIe .

JepOec nepexTepain Tizdeci MeH ko3/1epi

[Malinananymbutap Keke TYJIFaap, )KEeKe KOCIIMKEpIep, YOKIIETTI *KYMBICKEpJIEp >KoHE/HeMece
BCC cepBuctepinie TipkeJIreH 3aHbl TYJIFalIapblH OKU1aepl 00bIn TaOblIa bl.

bank BCC cepBuctepin naiinanaHy npoueciHie ajaTbiH JiepOec AepekTepre MbIHajlap Kipenl,
6ipak onapmeH mekrenmeiini: TAO, JKCH, ysiibl TenedoH HeMipi, OMOMETPUSIIBIK IEPEKTED, KeKe
0achlH KyoNaHIBIPATBIH KYXKATTapAblH JEPEeKTepi, KapKbUIBIK JIEPEKTep, MEMIIEKETTIK
CEPBUCTEPCH KOHE ©3Te JIe KO3JIepACH MAJIIMETTED.

MHaiinananymbLIapAbIH AePeKTEePiH OHAEY MAKCATTAPBI
BCC cepBucrepi bank KbI3MeTTepiH YChIHYFA j)KOHE KOPCETYre KaXKeTTi AepOec AepeKTep/ii FaHa
JKUHabI s)koHe eHeial. bank [laiinananysiapasiH AepEeKTEPiH Kelecli MaKcaTTa JKUHANIBI:
e 0aHKTIK, Kap>KbUIBIK KbI3MET KopceTy, baHk cepikTecTepi MEH MEMIIEKETTIK OpraHaapablH
CEpBUCTEPIH MaiaNIany;
e BCC cepBucrepine Kol KeTKI3y jK9HE OJap/IbIH KYMBICBIH JKaKCcapTy;
® MapKETHHITIK XKOHE ©3T¢ JIe 3ePTTEYJIep KYPri3y;
e 3aHHAMa TaJaNTapblH CaKTay >KOHE OPBIHJIAY MakKcaTblHIa, COHAai-ak ockl CascarTa,
baHkTiH HOpMaTHUBTIK Ky)XaTTapbiHaa HeMece xekenereH BCC cepBucTepin maiganany
TaJanTapblH/Ia KOPCETIITeH 03re e MaKcarTap.

ABTOMATTBI TYPAEC KUHAIATBIH 1€PEKTEP



byn akmapar akaynapra JMarHOCTHKa JkKacay >KOHE oOJjapAbl JKOI0 YIIIH KaxkeT. bank
JTUATHOCTUKAJBIK JIePeKTepdl, COHOai-ak onapasl makgamanraH kezge BCC cepBucTepinin
OHIMIUTIT] TypaJIbl MOTIMETTEP/I1 )KUHAKBI. By caHaTka TemMeHeriiep karabl:

1) IlaiinanaHylbIHBIH KYPBUIFBICH TypaJlbl aKIapar.

2) JKacanmarblH opekeTTep Typalibl JAepekTep (TesneMaep, ayaapbiMIap >KOHE e3re e
onepanusiap).

3) IP-mekenxaiibl, Oipered coiikecTeHiprimrep, Opay3ep AepeKTepl, TEIeMETpUs KoHE
0acka J1a TeXHUKAJIBIK MOIIIMETTED.

[TalinananymbeiaeiH keniciviMmen BCC cepBrcTepi Kelleci akmapaTThl MMaiianany pyKcaTrblH aja
ayajpl:

e Tteneon kitaObiHBbIH KoHTakTinepi (Ilaiimanmanymibira TenedoH Hemipi OoibIHIIA
aymapbIMIap YIIIH KOHTAKTUIEpACH TeJIeM HeMece ayldapbiM alylIbIHBl TaHaayFa
MYMKIHAIK Oepeni); cyperrep ranepescsl ([lalimanaHymbiHbIH TpadUKaNbIK aKImapaTThl
KYKTEYl YIIiH);

e MOOMIBII KYpbUIFBIHBIH Kamepachl (QR ckaneprey xoHe/Hemece OeHHEeTIpKey apKbLIBI
KbI3METKE aKbl TOJIEY YIIiH);

® MEMJICKETTIK CEpPBUCTEPMEH WHTErpalus apKbpUIbl KamMTamachl3 eTiIreH Hu@pIbIK
KyXKarrap;

o wmukpodoH (BCC cepBucTepi apKbUIBI ayIno KoHE OeliHe KOHBIpayiap jkacay YIIiH);

® TcoJIOKANMs KhI3METTEPIH MaiijaiaHa OTHIPHITT OpHATIACKAH JKepi;

e cookie ¢aiinmap Typassl aKmapar.

Cookie paiiniapbin naiiganany

BCC cepBucrepi caillTTapIblH *YMBIC ICTEYiH KaMmMTaMachl3 €Ty, KbI3MET KOpPCETy CalachlH
JKaKcapTy, Tajjiay »kacay >KoHe JepOec KOHTCHT YChIHY YIIiH cookie (ailimapbiH )KoHE yKcac
TEeXHOJIOTHUsIIapAbI akaanananpl. ToasFbIpak: https:/ www.bcc.kz/cookies/

IMajinananymbLIapabliH AKNAPATHIH YINIHINI TYJFajJapra 0epy
baHk, TeMeHJle caHaMmaNlaHFaH >KaFdailyap/pl KoclaraHja, baHKIeH mapTThIK HEMEcE e3re e
3aH[bl KaTbIHACTAPhI JKOK YINIHII TyiFanapra [laiinananymsiiapasiy akmapaTelH OepMen/i:

e Kazakcran PecyOnmkachl 3aHHaMachbIHBIH TaJalTapblH CaKTay YIIiH;

e [lalfinananymsiiapra THICTI KbI3MET KOPCETY MAaKCaTblHAA MIAPTTHIK-KYKBIKTHIK
KaTblHACTap/bl OpBIHAAY asChIHAA CEHIIIec YHWbIMJIApFa, CepikTecTepre, YyiecTec
TYJIFajiapFa, KOHTpareHTTepre *oHe e3re Jie TyJIFajlapFa aknapar oepy YIliH;

e [laiimamanymbeiaeiH THICTI Kemicimi OonFaH ke3ze.

Jlepbec nepexrepre Ko KeTKI3eTiH OapibIK YIIIHII TYJIFagap KOH(QUISHIMAIABUIBIKTHI CAaKTayFa
KoHe OepliareH axkmaparTblH KoprainyblH Kazakcran PecnyOnukachlHBIH 3aHHaMacbhlHa CoMKec
KaMTamachl3 eTyre MiHAeTTi. byn Mingerremenep ocel CascaTTblH TallaNTapblH, COHAAN-aK
banknen »kacanfaH KOH(QHUAECHLUHMAABl aKMaparThl »apus eTney Typajibl KeliCIMIepIiH
epexesepiH KaMTH/Ibl )KOHE OJTapMEH IIEeKTeIMEeMI].

bank cepikrecrepine BCC CepBucrepin [laiinananymbuiapiblH *KallbUIaHFaH HeCi3 IePEeKTepiH,
SFHM KOCBIMIIIA aKMaparThl naiinananbail [TaiigananymbHbIH jkeke OaChlH aHBIKTAayFa MYMKIHJIIK
OCpMENTIH aKmaparThl YChIHyFa KYKbUIBL. MyHAall aepekTep, OHBIH IIIIHJE CTaTUCTUKAJBIK,
TaJJJaMaJIbIK JKOHE ©3re 1€ 3epTTeyJIep KYPridy YIIiH Hai1ananblTybl MyMKiH.

Kameserke Toamaran Iaiinananymbliapasiy aepoec aepekrepi

BCC cepBucrepi 16 xacka ToiaMmaraH TyJFanapra apHanMmaraH (baHkmeH jkacanraH maprrapia
Ke3JIeJITeH JKaF1aiap/a KOChIMIIIA TeJIeM KapTOuKaJapblH YCTayIIbUIapAbl KOCTIaFaHa).

bank BCC cepBucTepin naiinananymbsiiapAblH JKachblH aHbIKTaMaiabl. by perre komernerke
TOJIMaFaHIapIbIH KOH(PUIACHIIMAIBUIBIFEIH KOpPFay baHK TieH oMapiblH 3aHIbl OKUIIEPIHIH
OipieckeH 6acTamachl peTiHJe Kapaia/bl. ATa-aHajJapra OHJIalH-CepBUCTEP/Il MalialaHFaH Ke371e
KaThICYFa oHe OanmanmapabiH UG PIIBIK OeICeHAUTIIH OakplIayra KeHec Oepiieni.


https://www.bcc.kz/cookies/

JepexTepai TpaHcuieKkapaJjbIK 0epy

[Maiinananymeinapasiy aknaparbin KP-man Teic kepnepre Oepren ke3ne bank mapr sxacay
apKbUIBl, OHBIH INIIHJE aKnapaT alylbLIapIblH aKMapaTThIK KayilCi3miKTI KOpFayablH THICTI
JEHTeliH YCTAHATBIHIBIFBIHA KENULMIK OEpeTiH KOJNJIAHBICTaFbl 3aHHAMAHBIH CaKTATybIH
KaMTaMachl3 eTe/li. baHk KbI3METTepIiH JKOFaphl CEHIMIUIITIH, TePEKTEePAiH KayIlCi3AiriH jKoHe
KYKBIKKa KapChl KOJ CYFYNIBUIBIKTapAaH KOPFay[bl KaMTaMachl3 €TYre KOMEKTEeCe OTBIPHIIM,
oJIap/IbIH OpHAJIACKAaH JKepiHe KapaMacTaH Kayilci3 OYJITTHl TEXHOJIOTHSIAp MEH KOoWMallapabl
nmaiijanaHaisl.

JepOec nepekTepAiH Kayinci3airin KaMmramMachI3 eTy
bank [IlaiinananymsiiapaslH gepOec AepeKTepiH 3aHChI3 MalganaHy, e3repTy, aily, KO
OpEKETTEPIHEH JKOHE JEPEKTep KAYIICI3IriH e3re J1e Oy3yIIbUIBIKTapAaH KOpFayabl KAMTaMachl3
eTy OOWbIHIIA OapibIK BIKTUMAJ OKIMIIUTK, KYKBIKTBIK JKOHE TEXHUKAJBIK IIapaiapabl
KaObLI 1Al IbI.
bank gepbec gepekrepil >KUHAy[bl, >KUHAKTAyAbl, CaKTay[bl, ©3TepTydl, TOJBIKTHIPYbI,
naigananyapl, TapaTyabl, UECI3ASHAIPY/l, OKIIAYIay bl )KOHE KOKOIBI KAMTHTHIH OHBIH «OMIipITIK
HUKITIHIH) OaplblK Ke3eHIEpiHAe aKmapaTThl KOpFay[abl KamTamachl3 €Tell >KOHE allbIHFaH
aKnmapaTThIH KOH(PUICHINAIIBUIBIFBIH Oy3yFa Kol OepMeii.
bank 3aHHaMaHBIH TananTapblHa COMKeC aKMmapaTrThIK KyHenepae NepeKTepal Kayinci3 cakTayabl
KaMTaMachl3 €Ty YIIIH MbIHaJai omictepai (Koca anFaHmga, Oipak OHBIMEH IISKTEIMEH)
naiaagaHaab:

® aKmapaTThIK pecypcTapra KOMKETIMILIIKTI IIEKTEY;

e HTTPS kopranran mpoTOKOJIbI OOMBIHINA AepeKTepl Oepy:

e TLS kpunrorpadusuislK XarTaMackiH v1.2 ToMeH eMec naiianany;

e cakray JkoHe Oepy TeK mupiIaHFaH TYpAe KY3€Tre achlpbUIaIb;

e KOprasiFaH OalTaHBIC apHAIAPBIH MAlAaIaHy JKOHE T.0.
HepOec nepekrepaiH >xapusi 601y OKuFajgapbiHa JeH Koo npoueci [lalinananymsuiapasiy nepoec
aKMapaThIHBIH JKapusi OOJybIHA HEMECE PYKCATChI3 KOJI KETKi3yiHe OaiJIaHBICThl OKHUFaJap/abl
aHBIKTay/bl, OaFanaypl, OKIIayaayabl )KOHE OJIAp/IbIH CaJIAPBIH KOOIl KAMTHIBI.
bankre KoceiMmia aepOec AepeKTepil KOpFayAblH MaHBI3IBUIBIFBI Typallbl OKBITYFa JKOHE
aKmaparTaHJbpIpyFa, 3aHHaMa MEH 1K1 cascaT TalanTapblH CaKTayFa, COHIai-ak JAepeKTep.iH
Kapus eTuUTyiHe OaiIaHbICThl OKUFaIap/bl O0JAbIpMay 9/1iCTEpiHE OaFbITTAIFaH )KYMBICKEPIIEPIIH
xabapzaap O0NybIH apTThIPY HPOILECi iICKE aChIPBIIABI.
bankTe nepexrep/i cakray skoHe ko010 Mep3iMaepi KP 3aHHamachIHBIH TanantapbeiHa, baHKTiH 11IK1
HOPMAaTHUBTIK KyXKaTTapbiHa, bankrin [lalijananymbuiapMeH  MAPTTHIK — KaThIHACTApPhIH
OenrulelTiH KyXKaTrTapra *oHe ojapAblH JepOec AepekTepll eHAeyre KemiciMaepiHe coiikec
alKbIHAaIabl.

IMajiinananymbiiapra apHagran BCC cepBucrepin Kayincis mnmaWgajaaHy KeHiHaeri
YCBIHBIMAAP
e Jlorus >xoHe MapoJib CUSKTHI €CENTIK JAePEKTePl YUIIHINI TYJIFalap/iaH ’KachIpbIH CaKTay.
e baHKKe jKeKe ecer »ka30achlH pyKCcaTChi3 MaiiaaHFaHbl Typasibl KYJIIKTCHY/IIH Ke3 KeJreH
KaFaalbl TypaJisl Jepey xabapiay.
Bupycka kapcbl 6araapiamanap/isl yakbITbUIbI )KaHAPTY.
Tek cenimui, kopranran Wi-Fi Hemece ysuibl OaiisiaHbIC xKemniiepiHe KOChLTY.
Tex pecmu, ceHIMI1 Koan0a Ke3IepiH nanaanany.
KypbUTFbIHBIH KOCBIMILIATIApbl MEH OIEpalMsUIbIK KYHeJIepiH yHeMI jKaHapTy (KemnTereH
ocaJIBIKTap sKaHApTyJIap apKbLIbl sKoMbLIaab! ). Kayinci3aik mapanapblH cakray OOHWbIHIIA
YCBIHBICTAPMEH TOJIBIFBIPAK,
e (CayasiHaMa JIepEKTEPIH YaKbITbUIbI JKaHAPTY.
e JKeke MOOMIB/II KYpBUIFBIHBI YIIIHII TYJIFANapFa naijananyra oepmey.



e KypburFbIHBI KalIbIKTaH Oackapy YIIiH OaraapiaManapibl OpHaTIIay.

Kayincizmik mapajiapbiH cakray OONBIHIIIA YCBIHBICTApMEH TOJIBIFBIPAK
https://www.bcc.kz/personal/other/information-security/ CAlThIHAH TaHBICYFa OOJIAITBI.

MaiinananymsLIapabIH KYKBIKTaphbl
[Malinananymsutapasly — aepOec  JIepeKTepiH  JKMHAy[Abl  JkoHe  eHaeydai  Kasakcran
PecniyOnukachlHBIH 3aHHaMachlHJA KO3JEIIeH jKarjainapisl KocnaraHja, [lafiganaHylibiHbIH
Kemicimi 6onran ke3ne baHk xy3ere acbipaibl.
bank TlaiinananymsimapasiH gepoec aepektepin ockl CasicaTka koHe BaHKTIH HOPMAaTHBTIK
Ky)KaTTapblHa COMKEC OJIapAbl )KUHAY JKOHE OHIEY MaKcaTTapbIHa KOJI JKETKi3y YILiH )KoHe/HeMece
KP 3anHamMachIHBIH TaJanTapblH CaKTay YIIIH KaXeT OOoJFaHFa JeiiH eHaeii.
[NaiinananymsIHBIH KYKBIKTaphl «/lepOec nepexrep skoHe onapabl KOpFay TypasibDy KOJIIaHbICTAFbI
3aHHaMa apKbUIbl perTeneni. [laliaananynbsIHbIH KYKBIKTAphI:
® THICTI KyXKarTapMeH pacTalifaH Heri3uep OOJFaH Ke3le ©3iHiH JepOec JepeKTepiH
©3TePTY/i, TOJNBIKTHIPY/bI, OyFaTTay/Ibl, JKOIIbI TAJAIl ETY.
e KP 3aHHamachlHIa Ke3/ENIeH Karnaimapabl Kocnarania, baHk Oesmiminenepi apKbUIbI
*a30amna eTiHim Oepy apKbUIbl KeJiciM/Ii Kepi KalTaphlII ay,
3anna xkoHe Kaszakcran PecnyOnuKkachlHBIH ©3re J€ HOPMAaTHBTIK KYKBIKTBIK aKTLIEpiHe
KO3/IeIreH o3re Jie KYKBIKTapAbl JKy3ere achlpy. Kpl3MeTTepai THiCiHIE KOpCceTy MaKCaThIH/Aa
baHk TemeHJe KepceTiUIreHaepIiH Heri3iHae oJapbl XKaHapTy apKbuibl [lalinananynisuiapabH
nepOec TepeKTepiHiH O3eKTUIITH KaMTaMachl3 eTe/i:
e [lalinana”yIubl YCBIHFAH IEPEKTED;
® MEMIICKETTIK KOHE MEMJICKETTIK eMeC CEPBHUCTEP/ICH AJIBIHFAH JIEPEKTED;
e KP 3annamaceiaga sxone [laiimananymbuiapMeH jKacajiFaH IIapTTapAblH TalanTapbIHIA
KO3JICJITEeH 3r¢ JIe Ko3/ep.

KonpuaeHuaaabuIbIK casgcaTbiH 63repTy

bank ke3 kenreH yakpITTa ocbl CascaTThlH KaruJallapblH KaHAPTyFa jKOHE ©3repicTep EHrizyre
KyKbuibl. Erep CascaTTblH »aHa HYCKacbhIHbIH KaFuJalapblHIa e3reie ko3uenmece, CascaTTbliy
’aHa Hyckacel www.bcc.kz cailTbiHAa OpHajacThIpbUIFAH COTTEH OacTam KylliHe eHenl. baHk
BCC Cepaucrepin [laiinananymsiiapra HEFYpIJIbIM ©3€KT1 HYCKAChIMEH TaHBICY MaKCaThIH/a OChI
Cascarka y1aibl )XYT1HYIl YCbIHAIBI.

Jaynapasl meury

Ocpbl Cascartbl KonjgaHyfa OaitnanbicTsl [lafimananymsl mMeH baHk apacbiHIa TybIHIANTBIH
OapibIK ayinap MEH KeNICTIEYIIUTIKTEP KeTICCO3ep KYPrizy apKbUIbl, ajl KeTICIMIe KOJ KETKI3y
MYMKIiH OonMaraH xafFaaiifa - KP KonianbsicTarbl 3aH1apbIHa ColiKec MIeNIIeTiH 00aabl.

Jay xenicce3nep apKbUIbl KaHaraTTaHAPJIBIKCHI3 MICMIUITeH >Karmaina [laimamanymsr nepbec
JepeKTepli KOpFay Mocelenepi »XeHiHIerl yokineTTi opranra — Kasakcran PecrmyOnukache
Hudpnpik namy, WHHOBALMSUIAD JKOHE adpOFapbIlll ©HEPKACiOl MUHHCTPIITiHIH AKMapaTThIK
KAayiIcCi3iK KOMUTETiHE KYT1HYTre KYKbUIbI.

KopbITBIHABI KaFuaa1ap

Ocb1 KonbuaeHnanapIblK casiCaThIHBIH TallaNTapbIMEH KemicnereH skarmaiaa [laiinamanymist
BCC Cepsucrepin naiinananyasl TOKTaTyFa KyKelibl. Jlepbec nepekrepii eHjaeyre 6ailiaHbICThI
*az0ama eTiHIII Hemece cayanmap Oepy ymriH [laiimananymel baHkTiH pecMu MeKkeH)KalbIiHA
OTIHIII Xibepe anajasl Hemece OyJaH opi KepceTUIreH OaiyiaHbIC IepeKTepiH Naiianana anaibl.

Baiinanbic nepexrepi


https://www.bcc.kz/personal/other/information-security/

Hepbec nepexrepni eHpaeyre xoHe IlaiimamaHymbliapblH KYKBIKTAphIH ICKE achIpyFa
OaiinaHbpICThI Macenenep OolibiHIa banknen OaitiaHbIc jkacay YIiH, COHIal-aK eCKepTyJiep MEH
marbpiMaap oepy yurid [laiigananymsl MbiHagai OaiiylaHbIC IEpEKTEPIH Mak1agaHa axabl:

e DjekTponbl nomrTa: info@bcc.kz

e Pecwmu caiit: www.bce.kz

e baitnansic opraneirsl: 505 — xKeke TyFaiap yuris, 605 — Ou3Hec-KIMEHTTep YILiH

e bank oducinin MekeHxaiibl: Anmarsl K., Mezaey aynansl, an-Papabu ganr., 38-yi
JKazbama eriHimTepai bank imki permameHntTepae OenrimeHreH TopTinmeH, Kasakcran
PecnyOnukachIHBIH 3aHHAMACBHIHAA KO3IEITEeH Mep3iM/Ie Kapaiibl.


file:///C:/Users/imakhana/AppData/Local/Microsoft/Windows/INetCache/Content.Outlook/ML513L3Y/www.bcc.kz

Onodpeno YTBepxKIeHO
Pemienuem IlpaBienus IHocranoBiaennem CoBera /IlupexTopoB
Ne 1007/2 o1 07.10.2025r. Ne 1024/2 ot 24.10.2025r.

HonuTnka konpuaennuanbuocTu AO «bank HentpKpeaur»

O01mme MoJI0KeHUA

Axkmuonepaoe OOmectBo «bank IlentpKpenut» (manmee — bank), Omaromaput Bac
3a MPOSIBJICHHBI HWHTEpeC K MPEJOCTaBIsEMbIM TNPOIyKTaM U cepBucaMm banka (mamee —
Cepsucel BCC). 3amuTa Bameii nepconanbHOi MHGOPMALUU OYEHb BaXKHA JUIS HAC, IOITOMY
baHk O0TBETCTBEHHO MOAXOAUT K 00ECIEUEHUI0 KOH(UICHIIMAILHOCTH MEPCOHAIBHBIX JTaHHBIX,
oOpabarbiBaeMbIX B pamkax ucrosib3oBanus Cepsucos BCC.

Cepsucel BCC Brimrouarot B ce0st MoOmibHbIe ipriiockeHnsi banka (bee.kz, bee business, junior
bank), BeO-caiiTbl, a Takke UWHBIC OHJIAMH-CEPBHUCHI, pa3MeElIeHHbIe Ha caiite bcece.kz,
no3Bossitomue [lonp3oBarensim CepBucoB BCC (manee - Ilomb3oBarenu) OCYIIECTBIATH
B3alMO/IEHiCTBHE ¢ bankom B paMKax 3aKJIFOYEHHBIX JIOTOBOPOB OaHKOBCKOTO
00CTyKMBaHUS W/WIIM UHBIX JIOTOBOPOB, a Takke 0e€3 3aKIIOYeHHUS TaKOBBIX B  paMKax
3akoHojarenbcTBa Pecnyonuku Kazaxcran.

[Tonyuenue noctymna K ucnonbs3oBanuio CepBucoB BCC o3HadaeT 0e30roBOpOYHOE coINacue
[Tonmp3oBateneii ¢ monokeHussMA  Hactosimed [lomuTukn  KoH(HIEHIMANBHOCTH (nanee -
[Tonutuka).

Hacrosimas Ilonutuka mnpumensercs K uHpopMmanuu, Kotopas Obula monydeHa bankom
B pe3ynbrate ucnonb3oBanus [lomszoBarensimu Cepsucos BCC.

Yro noapazymeBaercs noa fanabivu [losb3oBareneii

Jns banka kpaiiHe BaKHBI 3aJa4M, KJIIOYEBbIE MPUHLMUIBI M 3aKOHOAATEIbHBIE HOPMBI,
perymupytomue c6op, 00paboTKy, XpaHeHHE U oOecrieueHrne 0e30MacHOCTH JaHHBIX.

[Ton mnepconanpHbIMU JaHHbIMH [lonmb3oBarens moHuMaeTcs MHQOpMAIUs, MpecTaBIeHHAs
[Tonb3oBarennem B m060i ¢dopme mnpu wucnonp3zoBanuu CepucoB BCC, a Taxke mnpu
B3aMMOJIEHCTBUY C yCIyraMH HalllUX MApTHEPOB U TOCYapCTBEHHBIX OPraHU3aIM.

IlepeyeHb M UCTOYHMKH MEPCOHAIBHBIX IAHHBIX

HOJ'[B30B3T€JI$[MI/I SABJIAIKOTCSI (1)I/ISI/I‘I€CKI/I€ Jmna, I/IHI[I/IBI/I)IyaJ'II)HBIG HpeI[HpI/IHI/IMaTCJ'H/I,
YHIOJTHOMOYEHHBIE PAOOTHUKH W/ MU TPEJCTaBUTENU IOPUANYECKUX JIUI, 3aPETUCTPUPOBAHHBIE B
Cepsucax BCC.

[TepconanbHble AaHHBIE, KOTOphIe baHk momydaeT B mpoliecce ucnonb3oBanus CepsucoB BCC,
BKJIFOUAlOT, HO He orpannuuBarorcs: DOUO, HWHWH, nHoMep MoOmibHOro TenedoHa,
OnoMeTpuuYecKHe IaHHbIE, TaHHbIE JOKYMEHTOB, YAOCTOBEPSIOIIMX JIMYHOCTh, (PUHAHCOBBIE
JaHHBIC, CBEACHUS U3 FOC}’}IapCTBeHHI)IX CCpBI/ICOB nu HpO‘-II/IX HNCTOYHHUKOB.

Hesan o0padoTku nanubix Ilosb3oBarediei
CepBucet BCC cobuparor u 00pabaThIBalOT TOJNBKO T€ MEpPCOHAJbHBIC JaHHBIC, KOTOPHIE
HEOOXOMMMBI Il TIPEAOCTaBICHHS W okasaHus yciayr banka. [lanubeie Ilomb3oBareneit
cobuparorcst bankom B 11ensx:
e OKazaHusg OAHKOBCKUX, (DMHAHCOBBIX YCIIYT, HCIIOIb30BaHUs CEPBUCOB MapTHEpOB baHka
Y TOCYJIaPCTBEHHBIX OPTaHOB;
e IpenocTaBiIeHUs JocTyna u yayumenus padotsl CepBucos BCC;
® TIPOBEJEHUS MAPKETUHTOBBIX M HMHBIX UCCIICIOBAHU;
® B IIeJMIX COONIONCHUSI U WCIIOJIHEHHsI TPEOOBaHWI 3aKOHOAATENbCTBA, 4 TAKKE B MHBIX
LensX, YKa3aHHbIX B Hactosuied [lonmutuke, HOpMaruBHBIX JOKyMeHTax baHka
WJTU yCIIOBUAX MCIONIb30BaHMs oTaenbHbIX CepBrcoB BCC.



ABTOMATHYECKH cOOMpaeMble JaHHbIE
Hannas undopmarusi HeooxonuMa JiIsl TUAarHOCTUKU M yCTpaHEHHs Hemojaaok. bank cobupaer
JMarHOCTUYECKUE JIaHHbIE, a TaKKe cBeeHus o0 pousBoauTensHocTu CepBucoB BCC Bo Bpems
ux ucrnoinb3oBanus. K 3Toil kareropuu OTHOCUTCS:
4) Hudopmanms 06 ycrpoiictse [lonp3oBarens.
5) JlanHble 0 coBepiIaeMBbIX ACUCTBUAX (IIATEKH, IEPEBOJIBI U UHBIE OTIEPAIIUN ).
6) IP-anpec, yHUKalbHBIE HIEHTH(UKATOPHI, daHHBIE Opay3epa, TEIEMETpUs W IpodyHe
TEXHUYECKHUE CBEIACHHUS.
C cornacus Ilonws3oBarens Cepsucsl BCC MoryT nosyvars J0CTyM K:
e KoHTakTaM TenedoHHOI KHUTH (103BosieT [lonp30BaTemnto BHIOpATh MOTyvaTelis IaTexa
WIIY TIEPEBO/Ia U3 KOHTAKTOB IS IEPEBOIOB MO0 HOMEPY TeleoHa); rajepee n300pakeHui
(nnst 3arpy3ku [lonp3oBareneM rpadudeckoil HHGOPMAIUN);
e Kamepe MOOMJIBHOTO YCTPOMCTBA (IS OIUIAThI YCIYTH MOCPENCTBOM ckaHupoBanus QR
W/WIIN COBEPIICHUS BUACOPUKCAIINN );
¢ 1u(POBBIM TOKYMEHTaM, 00€CIIEUCHHBIM TOCPEICTBOM HHTETPALIMH C TOCYIAPCTBEHHBIMHU
CepBHUCaMU;
e MUKPOGhOHY (A1 COBEPIICHUS ayIn0 U BU€03BOHKOB nocpeacTBoM Cepsucos BCC);
® MECTOMNOJIOXEHHIO C UCIIOIB30BAHUEM CITY>KO reOJIOKaIINH;
e wuHbopmanuu o cookie daiinax.

HUcnoan3oBanue cookie (aiision

CepBucet BCC wucrons3yror cookie ¢aiibl W aHaJOTHYHBIC TEXHOJOTHU JUIsl OOeCIeueHUs
(bYHKIIMOHUPOBAHUSL CAaNTOB, yIy4llIEHHs KadecTBa OOCHY>KMBaHUs, NMPOBEACHUS aHAJIUTHKU U
MIPEIOCTABIICHUS MEPCOHATH3UPOBAHHOTO KOHTCHTA. Bornee noApoOHO:
https://www.bcc.kz/cookies/

IIpenocraBiaenne ungopmanuu Ilonb3oBaresei TpeTbUM JHLAM
bank He npegocrasmsier nndopmaruio [lomp3oBareneit TpeTbuM NuIaM, HEe UMEIOIUM ¢ baHkoM
JIOTOBOPHBIX MJIM MHBIX 3aKOHHBIX OTHOILEHUH, 3a HCKIIFOYEHUEM NIEPEUNCIEHHBIX HIKE CIIy4aeB:

e Ui cobmonieHus TpeOoBaHui 3akoHoAaTenbcTBa Pecnyonmuku Kazaxcran;

e Ui mepeAayd MHPOpPMAIMHM JIOYEpHUM OpraHM3aLusAM, MapTHEpaM, apPUIMpOBaHHBIM
JIUIaM, KOHTPareHTaM M HMHBIM JIMLAM B paMKax BBIIIOJHEHUS JOTOBOPHO-IIPABOBBIX
OTHOILEHUH C LENbI0 HAJUIeKAIEro okazanus ycayr Ilonb3oBarersim;

e npu HaM4uuK coorBercTBytomero Cornacus [lonp3oBatens.

Bce Tperpn snna, momyvaromue JAOCTYH K HEpPCOHANbHBIM JIaHHBIM, 00s3aHbI COOMIOAATh
KOH(QHIEHIIMAIBHOCTh U OOecrneyuBaTh 3allUTy NepeJaHHOW MH(OpPMAalUU B COOTBETCTBUH C
3akoHozarenbcTBOM PecnyOnukn Kazaxctan. DTH  00s3aTesbCcTBa  BKIIIOYAIOT TpPeOOBaHMS
HacTosmed [TonuTruky, a Takke MOJIOKEHUS COIVIallleHni 0 HepasIIalleHU KOHPHUACHINaIbHON
UH(OPMaLIUH, 3aKIIIOYEHHBIX ¢ BaHKOM, 1 HE OTPaHUYMBAIOTCS UMHU.

bank BmpaBe mpeaocTaBiaTh napTHEpaM 0000HIEHHBIE 00e3InyeHHble AaHHbIe [lonp30BaTeneit
CepBucoB BCC, To ecTh wuHpOpMaNHiO, KOTOpas HE IMO3BOJISET YCTAaHOBUTHh JHUYHOCTHh
[Tonp3oBatens 0e3 HCIONB30BaHUS JAOMOJHUTENbHON WH(popmanuu. Takue paHHBIE MOTYT
UCIIOJIB30BaThCs, B TOM YHUCIE, JUISl MPOBEAEHMS CTAaTUCTUYECKUX, AHAIUTUYECKUX U HHBIX
WCCIIEIOBAHNM.

IlepconasibHble TaHHbIE HecoBepIeHHOMeTHUX [losib30BaTeneil

Cepsucsl BCC He mpenHa3HaueHbl s JIMI, HE JOCTUTIIUX Bo3pacta 16 et (3a uCKIIoueHueM
JeprKaTeseil JOMOTHUTENBHBIX IUIATEKHBIX KAPTOUYEK, B CIyYasX, MPEAyCMOTPEHHBIX I0TOBOPaAMH
¢ bankom).

bank He onpenenser Bo3pact mnonb3oBareneid CepsucoB BCC. Ilpu »stom 3amura
KOH(HICHIIMATHHOCTH HECOBEPIICHHOJIIETHUX PAcCMaTPHUBAETCS KaK COBMECTHAs MHHIIMATHBA


https://www.bcc.kz/cookies/

baHka ¥ MX 3aKOHHBIX IpexacraBuTeneil. PonurensM pekoMeHIyeTcs IpUHUMATh y4acTHE NpU
UCTIOJIb30BaHUH OHJIAH-CEPBUCOB U KOHTPOJIUPOBATH LIU(PPOBYIO AKTUBHOCTD JICTEH.

TpaHcrpaHuYHas nepenaya JaHHBIX

ITpu nmepemaye undopmanuu Ilonp3oBareneii 3a npenensl PK bank obecnieunBaer coOmroneHue
JIEMCTBYIOLIETO 3aKOHO/IATEJILCTBA MYTEM 3aKJIFOUEHUSI JOTOBOPOB, B TOM UKCJIE TAPAHTUPYIOIINX
daxkT TOro, 4YTO NOMy4aTreau UH(GOPMALIUU MPUIEPKUBAIOTCS COOTBETCTBYIOIIETO YPOBHS 3aIIUThI
uH(pOpMaAIMOHHON Oe3omacHOoCTH. baHK uCHonb3yeT Oe30omacHble OOJNIAYHBIE TEXHOJIOTHU U
XpaHWJININA, HE3aBUCHUMO OT HUX MECTOHAXOXICHHs, TIomoras oOecCHeurnBaTh BBICOKYIO
HAJICKHOCTH YCIIYT, 0€30MaCHOCTh IAHHBIX U 3AIIUTY OT MPOTUBONPABHBIX MTOCSATATEIHCTB.

Ooecneyenne 06e30MACHOCTH NMEPCOHAIBHBIX JAHHBIX
bankoMm mnpennpuHUMarOTCsl BCE BO3MOXKHBIE aJIMUHHUCTPATHUBHBIC, MPABOBbIE U TEXHUYECKUE
Mepbl no 00ecIevYeHnIo 3aIIUThHI MEePCOHAIBHBIX JTAHHBIX [Tonb3oBareneit
OT HECaHKIIMOHUPOBAHHBIX TOMBITOK OCTyIa, U3MEHEHHUsI, PACKPBITUS, YHUUTOKECHUS U HUHBIX
HapyIlIeHUH 0€30MaCHOCTH JaHHBIX.
bank oOecneunBaeT 3ammMTy UWHGOpPMAlMK HA BCEX JTalax €€ «KU3HEHHOIO IUKIIay,
BKJIFOUAIOIIETO COOp, HAKOIUICHHE, XpaHEHHUE, HM3MEHEHHE, [IONOJHEHHE, MHCIOIb30BaHUE,
pacrnpocTpaHeHue, 00e3TUYUBaHUE, ONOKUPOBAHUE U YHUUYTOKEHUE IMEPCOHATBHBIX JTaHHBIX
U HE JIOMyCKaeT HapyleHne KOH(QUICHITHATLHOCTH TTOTYICHHON HHPOPMAIIHH.
s obecriedennst ~ 0e30macHOrO  XpaHEHUs  JaHHBIX B MHGOPMAIIMOHHBIX  CHCTEMax
B COOTBETCTBUU C TPEOOBAHUSIMHU 3aKOHOAATENHCTBA bBaHK HMCHONB3yeT CIEAYIOIMNUE METOMIbI
(BKJTFOYAs, HO HE OTPAHUYUBASCH):

® pasrpaHuyeHHe JOCTyMa K MH(OPMAIMOHHBIM pecypcaM;
nepenaya JaHHbIX 10 3amuieHHomy nporokoiny HTTPS:
UCTIONB30BaHMe Kpurtorpaduueckoro nmporokosia TLS ve Huxke v1.2;
XpaHEHUE U MepeIavya OCYIIECTRIBIFOTCS HCKITFOUYUTENFHO B 3alIH(PPOBAHHOM BHUJIC,
MCIIOJIb30BaHUE 3AIUIIIEHHBIX KAHAJIOB CBSA3U U TIP.
[Ipouiecc pearupoBaHusi Ha MHIUACHTHI KOMIIPOMETALMHM IMEPCOHAIBHBIX JAHHBIX BKIIFOUAET
BBISIBJICHUE, OIIEHKY, JIOKAJU3AlMI0 W YCTPAHEHHWE TMOCJIEICTBUI HWHIIMJIEHTOB, CBSI3aHHBIX C
YTEUKOW MJIM HECAHKIIMOHUPOBAHHBIM JOCTYIIOM K MepcoHanbHOi uHpopmaruu [lonbp3oBarenei.
HononuutensHo B baHke peann3oBaH MpOLECC MOBBIMIEHUS OCBEIOMIEHHOCTH PaOOTHHKOB,
HampaBIeHHBIA Ha 00y4eHHe U WH()OPMUPOBAHNE O BaXKHOCTH 3aIllUThI MIEPCOHANBHBIX JTaHHBIX,
cobOmtoieHrie TpeOOBaHUM 3aKOHONATENHCTBA M BHYTPEHHHX TIOJIUTUK, a TaKXe METObI
MPEeIOTBPALICHUS HMHIUIEHTOB, CBSI3aHHBIX C KOMIPOMETAlUEN TaHHBIX.
Cpoxu XpaHEeHHS U yHaJeHHs TaHHBIX B baHke ompeensitoTcss B COOTBETCTBUU C TPEOOBAHUSIMU
3akoHoaarenscTBa PK, BHYTpEeHHMMHM HOPMAaTMBHBIMH JIOKYMEHTaMH baHKa, JOKyMEHTaMH,
(GuKCHpyIOIUMU  JA0TOBOpHBIE oOTHomieHus banka c [lomp3oBarensiMu W WX COTTIaCHUSIMU
Ha 00pabOTKy MEPCOHANBHBIX JTaHHBIX.

Pexomennanun nus Ioab3oBaredieil no 6esonacHomy ucnosib3oBanuio Cepsucos BCC

e XpaHWUTh JaHHBIC YUETHOM 3aMHUCH, TAKKE KaK JIOTUH U MAPOJib, BTAHE OT TPETHUX JIUII.

e HesamennurtenbHo coo0uiare banky 0 Jr060M cilydae MIOJJ03PEHHUS
HECaHKIIMOHUPOBAHHOTO UCTIOIb30BaHMS IUYHON YUETHON 3aIlUCH.
CBoeBpeMEHHO OOHOBIISITH AaHTUBUPYCHBIE TPOIPAMMBI.
[TonkrouaThCst TOIBKO K JOBEPEHHBIM, 3aIUIIEHHBIM ceTsiM Wi-Fi uim coToBo# CBsI3H.
Hcnons30BaTh TONBKO OQUIHMAIBHEIE, TOBEPEHHBIC NCTOYHUKH MPUIT0KEHUH.
PerynspHo OOHOBISTH TPUIIOKEHHS W ONEPAMOHHBIE CHCTEMBI YCTPOMCTB (MHOTHE
YSI3BUMOCTH YCTPAHSIIOTCSI OOHOBJICHUSIMHU ).
CBO€eBpeMEHHO MPOBOIUTH OOHOBIIEHNE AaHKETHBIX JaHHBIX.
e He nepenaBarh B M0JIb30BaHKE TPETHUM JIMIIAM JJMYHOE MOOMIIBHOE YCTPOUCTBO.



e He ycranaBiuBarh NPUIIOKEHUS IS YIAJIEHHOIO YIIPABICHUS YCTPOUCTBOM.

bonee mompoOHO 03HAKOMUTHCS C PEKOMEHIAIIUSAMHU 110 COOIOICHUIO MEp OE30IaCHOCTH MOXKHO
Ha caurte: https://www.bcc.kz/personal/other/information-security/

IIpaBa Iloab30Baredei
Cboop u oOpaGoTka mnepcoHanbHbIX JAaHHbIX [lonb3oBareneit ocymectsusiercss bankom
npu Haimnuuu ~ Commacust  [lonmb3oBarenss  3a UCKITIOYEHUEM — CIIY4YaeB, IPETyCMOTPEHHBIX
3akoHomarenscTBOM PK.
bank oOpabarbiBacT mepcoHabHBIE NaHHBIE [lomb3oBareneil B COOTBETCTBUU C HACTOSIIEH
[TonuTukOol M HOPMATUBHBIMH JOKyMeHTamMu baHka 10 Tex mop, Mmoka 3TO HEeoOXOauMO st
JIOCTIDKEHUST 1elell ux cbopa u 00pabOTKM wW/uMimM Juis  COONMIOACHUS TpeOOBaHUMU
3akoHomarenscTBa PK.
[IpaBa Ilonb3oBatens peryaupyroTcs ACUCTBYIOMIUM 3akoHomaresnbcTBoM «O IlepcoHanbHBIX
JaHHBIX U UX 3amuTey. [lonp30BaTenb nMeeT npaso:
e TpeboBaTh U3MEHEHHUS, AOMOTHEHUS, OJIOKUPOBAHUS, YHUUYTOKEHHUSI CBOUX ITEPCOHATBHBIX
JAHHBIX MIPU HAJTMYUUA OCHOBAHUH, TTOATBEPKICHHBIX COOTBETCTBYIOIIUMHU JTOKYMEHTAMH.
e 0TO3BaTh CoIJlacMe, MyTeM MOJaud MUChMEHHOTO 3asBlICHUs 4epe3 oTaeieHus baxka,
KpOMe CIIy4aeB, IPeIyCMOTPEHHBIX 3akoHoaTenbcTBOM PK
Ha OCYIIECTBJICHUE MHBIX MPaB, MPEyCMOTPEHHBIX 3aKOHOM U MHBIMH HOPMATHBHO-TIPABOBBIMU
aktamu PecnyOnmuku Kazaxcran. C nenbio Haanexaiiero okaszanusi ycnyr bank oOecrneurBaer
aKTyaJIbHOCTh MEPCOHABHBIX JaHHBIX [lonbp30oBaTeneli myTeM X OOHOBJICHHS HA OCHOBAHHH:
e JIaHHBIX, NpeaocTaBieHHBIX [lonb30BareneMm;
® JIAHHBIX, OJYYECHHBIX U3 TOCYIapPCTBEHHBIX U HETOCYAaPCTBEHHBIX CEPBUCOB;
® WHBIX MCTOYHHKOB, TIPEIYCMOTPEHHBIX 3akoHomareabctBoM PK  u  ycioBusimu
3akio4eHHbIX ¢ [lonb30BaTensMu JOroBOPOB.

HN3menenne IoanTnkn KOHPUICHINATBLHOCTH

bank BIIpaBC B nro0oe BpEMs OOHOBJIATL Y BHOCHTHL HM3MEHEHHS B IOJI0KEHUS H&CTOS[HICfI
IMomutuku. HoBas penakuus IlonuTHKM BCTymaeT B CHIIy € MOMEHTAa €€ pasMELICHUS Ha
www.bcc.kz, ecnmu mHOE He MPEAYCMOTPEHO TOJIOKEHUSIMU HOBOM penakuuu [lomutuxu. bank
pexomenayet Ilonb3oBarensm CepBucoB BCC perynspHo obpamarbes k Hactosieit [Tonntuke
C 1IeJIbI0 03HAKOMJICHHSI C HanboJjiee akTyallbHOM peaKiuei.

Paspeuienue ciopos

Bce cnopsl M pasHomiacus, Bo3HuKawomue wMmexnay Ilomp3oBarenem u bankoM B cBA3U ¢
npuMeHeHueM Hactose [lomutuku, OynyT paspemarbcsi HyTEM MEpPeroBopoB, a IMpH
HEBO3MOXXHOCTH  JOCTHJKEHHsS  COINIAlIEHU — B COOTBETCTBUU C  JIEHCTBYIOLIUM
3akoHoaarenscTsoM PK.

B ciydae HEYIOBIETBOPUTEIBHOIO pa3peLlIEeHUs CIIOpa IOCPEACTBOM IeperoBopos [lonb3oBarens
BIIpaBe OOPATUTHCS B YIIOJIHOMOYEHHBIN OpraH Mo BOIpocaM 3allUThl HEPCOHAIBHBIX JaHHBIX —
KomuTet no nnpopmanmonHoii 6e3omnacHocTd MuHUCTEPCTBA IIU(PPOBOrO pa3BUTHS, HHHOBAIUHA
1 a3pOKOCMHUYECKOU pomblluieHHOCTH Pecyonuku Kazaxcras.

3ak/I0unTeIbHBIE N10J10KEHH

B cny4ae necornacus ¢ ycinoBusimMu Hacrosien [Homutuku koHduaenunansuoctu [loms3oBarens
BIIpaBe MpeKkpaTuTh ucnonb3oBanue CepucoB BCC. [Ins mogaun nucbMEHHOTO OOpalieHus Win
BOIIPOCOB, CBSA3aHHBIX ¢ 00pa0OTKOW MEepCOHANbHBIX JaHHBIX, [loap30BaTels MOXKET HAIIPABUTH
3asgBiieHHE MO o(UIMaTbHOMY azpecy baHka WM BOCIOJIB30BaThCSl KOHTAKTHBIMHU JaHHBIMU,
yKa3aHHBIMHU Jajee.

KoHTaKTHBIE JaHHBIE


https://www.bcc.kz/personal/other/information-security/
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Hns cBsi3u ¢ baHkOM MO Bompocam, CBSI3aHHBIM C OOpaOOTKOW TEePCOHANBHBIX JTaHHBIX W
peammsarmeit mpas [lonb3oBareneid, a Takke JUIs Moxadu 3aMedaHuil U xkano0, [loms3oBarens
MOKET HCIIOJIb30BaTh CJIEAYIOIINE KOHTAKTHBIE JaHHBIE!

e DjekrpoHHas nouta: info@bcc.kz

o OdunmansHeIi caliT: www.bce.kz

o Konrakr-ientp: 505 — st 9acTHBIX Jinil, 605 — 17151 OU3HEC-KIMEHTOB

e Anpec opuca banka: r. Anmarel, Meneyckuit paiios, mip. Anb-Dapadu, 1. 38
[TucemenHbIe OOpaleHus paccMaTpuBatoTcsi baHkoM B MOpsiAKe, YCTaHOBIEHHOM BHYTPEHHUMU
periiaMeHTaMu, B CPOKH, MPEAYCMOTPEHHBIC 3aKOHOIATEIbCTBOM PecyOonuku Kazaxcras.
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JSC “Bank CenterCredit” Confidentiality Policy

General Provisions

Joint Stock Company Bank CenterCredit (the Bank) sincerely appreciates Your interest in the
Bank’s products and services (BCC Services). Protecting your personal information is very
important to us; therefore, the Bank shall assume responsibility for maintaining the confidentiality
of personal data processed as part of BCC Services.

BCC Services include the Bank’s mobile apps (bce.kz, bee business, junior bank), websites, and
other online services hosted on the bce.kz website, which enable Users of BCC Services (the
Users) to interact with the Bank under concluded Banking Service Agreements and/or other
agreements, as well as without such agreements, in accordance with the legislation of the Republic
of Kazakhstan.

Access to and use of BCC Services implies the Users’ unconditional acceptance of the provisions
outlined in this Confidentiality Policy (the Policy).

This Policy applies to the data collected by the Bank through Users’ interactions with BCC
Services.

What is meant by Users’ data

The Bank places great importance on the tasks, core principles, and legal regulations related to
data collection, processing, retention, and security.

User personal data refers to information provided by the User in any form when using BCC
Services, as well as when interacting with the services of our partners and government
organisations.

List and sources of personal data

Users are individuals, individual entrepreneurs, authorised employees and/or representatives of
legal entities registered with BCC Services.

The personal data to be received by the Bank when using BCC Services includes, but is not limited
to: Full Name, 1IN, mobile phone number, biometric data, identity document data, financial data,
information from government services and other sources.

User Data Processing Objectives
BCC Services collect and process only those personal data that are necessary for the provision and
delivery of the Bank’s services. User data is collected by the Bank for the following purposes:
e providing banking and financial services, including with the involvement of the Bank’s
partners and government agencies;
e ensuring access to and improving the functionality of BCC Services;
e conducting marketing and other types of research,;
e complying with legal requirements and for other purposes specified in this Policy, the
Bank’s internal regulations, or the terms of use of specific BCC Services.

Automatically Collected Data

This information is necessary for diagnostics and troubleshooting. The Bank collects diagnostic
data as well as information about the performance of BCC Services during their use. This category
includes:

1) Information about the User's device.

2) Data on actions performed (payments, transfers and other transactions).



3) IP address, unique identifiers, browser data, telemetry and other technical information.
With the User’s consent, BCC Services may obtain access to:

e phone book contacts (allows the User to select the payment’s recipient or transfer from
their contacts for transfers by phone number); image gallery (for the User to upload graphic
information);

e the mobile device camera (for payment of services by scanning a QR code and/or making

a video recording);

digital documents provided through integration with government services;
the microphone (for making audio and video calls through BCC Services);
location using geolocation services;

information about cookie files.

Use of Cookies

BCC Services use cookies and similar technologies to ensure the proper functioning of websites,
improve service quality, perform analytics, and deliver personalized content.
For more details, please visit: https://www.bcc.kz/cookies/

Provision of User Information to Third Parties
The Bank does not provide User information to third parties that do not have contractual or other
legal relations with the Bank, except in the following cases:

e to comply with the requirements of the legislation of the Republic of Kazakhstan;

e to transfer information to subsidiaries, partners, affiliates, counterparties and other persons
within the framework of contractual and legal relations for the purpose of providing
appropriate services to Users;

e with the relevant consent of the User.

All third parties who are granted access to personal data shall maintain confidentiality and ensure
the protection of the transferred information in accordance with the legislation of the Republic of
Kazakhstan. These obligations shall include the requirements of this Policy, as well as the
provisions of non-disclosure agreements signed with the Bank, and are not limited thereto.

The Bank shall have the right to provide partners with aggregated, anonymised data on BCC
Service Users, i.e. information that does not allow the User's identity to be established without the
use of additional information. Such data may be used, among other things, for statistical, analytical
and other research purposes.

Personal Data of Minor Users

BCC Services are not intended for persons under the age of 16 (except for holders of additional
payment cards, in cases provided for by agreements with the Bank).

The Bank shall not verify the age of BCC Services users. At the same time, the protection of
minors’ confidentiality shall be regarded as a joint initiative of the Bank and their legal
representatives.

Parents shall be encouraged to participate in the use of online services and to monitor their
children’s digital activity.

Cross-Border Data Transfer

When transferring User information outside the Republic of Kazakhstan, the Bank shall ensure
compliance with applicable laws by entering into agreements, including those that guarantee
recipients of the information adhere to the appropriate level of information security. The Bank
shall use secure cloud technologies and storage facilities, regardless of their location, thereby
helping to ensure high service reliability, data security, and protection against unlawful
interference.

Personal Data Security
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The Bank shall take all reasonable administrative, legal, and technical measures to protect Users
personal data from unauthorized attempts to access, modify, disclose, destroy, or otherwise
compromise data security. The Bank shall ensure the protection of information at all stages of its
“life cycle,” including collection, accumulation, storage, modification, supplementation, use,
distribution, depersonalization, blocking, and destruction of personal data, and shall prevent any
violation of the confidentiality of the information received.
To ensure secure data storage within information systems in accordance with legal requirements,
the Bank shall use the following methods (including, but not limited to):

e differentiated access control to information resources;

e data transmission via the secure HTTPS protocol,

e use of the TLS cryptographic protocol version 1.2 or higher;

e storage and transmission of data exclusively in encrypted form;

e use of secure communication channels, among others.
The incident response process for personal data breaches shall include detection, assessment,
containment, and remediation of incidents related to leakage or unauthorized access to Users’
personal data.
Additionally, the Bank has implemented an employee awareness program aimed at training and
informing staff about the importance of personal data protection, compliance with legal
requirements and internal policies, as well as methods for preventing data compromise incidents.
Data retention and deletion periods at the Bank shall be determined in accordance with the
legislation of the Republic of Kazakhstan, the Bank’s internal regulatory documents, contracts
with Users, and their consents for the processing of personal data.

Recommendations for Users on BCC Services Safe Use
e Keep account details, such as login and password, confidential from third parties.
Immediately notify the Bank of any suspected unauthorised use of your personal account.
Update your antivirus software in a timely manner.
Only connect to trusted, secure Wi-Fi or cellular networks.
Only use official, trusted sources for applications.
Regularly update applications and operating systems on your devices (many vulnerabilities
are eliminated by updates).
Update your personal information in a timely manner.
e Do not allow third parties to use your personal mobile device.
¢ Do not install applications for remote device control.

For more  detailed recommendations on  security measures, please  visit:
https://www.bcc.kz/personal/other/information-security/

Users’ Rights
The collection and processing of Users’ personal data shall be carried out by the Bank only with
the User’s consent, except in cases provided for by the legislation of the Republic of Kazakhstan.
The Bank shall process Users’ personal data in accordance with this Policy and the Bank’s
regulatory documents for as long as necessary to achieve the purposes of data collection and
processing and/or to comply with the requirements of the legislation of the Republic of
Kazakhstan.
Users’ rights shall be governed by the current legislation “On Personal Data and their Protection.”
Users shall have the right to:
e request correction, supplementation, blocking, or destruction of their personal data when
there are grounds supported by relevant documents;
e withdraw consent by submitting a written request through the Bank’s branches, except in
cases stipulated by the legislation of the Republic of Kazakhstan;
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exercise other rights provided by the Law and other regulatory legal acts of the Republic of
Kazakhstan. To ensure proper service provision, the Bank shall maintain the accuracy of Users’
personal data by updating it based on:
e data provided by the User;
e data obtained from governmental and non-governmental services;
e other sources stipulated by the legislation of the Republic of Kazakhstan and the terms of
contracts concluded with Users.

Amendments to the Confidentiality Policy

The Bank shall reserve the right to update and amend the provisions of this Policy at any time. The
new version of this Policy shall come into effect from the moment it is posted on www.bcc.kz,
unless otherwise specified in the provisions of the updated Policy. The Bank shall recommend
that BCC Services Users regularly review this Policy to stay informed of the most current version.

Dispute Resolution

All disputes and disagreements arising between the User and the Bank in connection with the
application of this Policy shall be resolved through negotiations, and if no agreement can be
reached, in accordance with the applicable legislation of the Republic of Kazakhstan.

If the dispute cannot be resolved amicably through negotiations, the User shall have the right to
appeal to the competent personal data protection authority — the Information Security Committee
of the Ministry of Digital Development, Innovation, and Aerospace Industry of the Republic of
Kazakhstan.

Final Provisions

If the User does not agree with the terms of this Confidentiality Policy, the User shall have the
right to cease using BCC Services. To submit a written request or inquiries regarding the
processing of personal data, the User may send a statement to the Bank's official address or use
the contact details provided below.

Contact Details
For any matters related to personal data processing, the exercise of User rights, or to submit
comments or complaints, the User may contact the Bank using the following details:

e Email: info@bcc.kz

e Official website: www.bcc.kz

e (Contact center: 505 (for individuals), 605 (for business customers)

e Bank address: 38, Al-Farabi Avenue, Medeu District, Almaty
Written requests shall be reviewed by the Bank in accordance with internal regulations and within
the timeframes established by the legislation of the Republic of Kazakhstan.
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